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Prevention of illicit arms trafficking r

PART 5 Dynamit Nobel Defence
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The International Tracing Instrument SALW Guide
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Theme Tl paragraphs 14 diion] by the Bundeswehr

Marking 7,810 Ensure that marks are on an exposed surface, conspicuous without tech
nical aids or tools, easily recognizable, readable, durable, and, s far as
technically possible, recoverable, and ensure that essential or structural

Prevent Combat and Eradicate the it Trade in Smalt Arms and Light

eis lso.3 conts ibution o the UN Programms of Acton [PoA) (o

components of weapons have unique markings.

- vies- B = -

facturer, the country of manufacture, and the serial number, or (b) an
alternative marking using simple geometric symbols in combination with
anumeric and/or alphanumeric code, permitting ready identification of the
country of manufacture, and, whenever possible, mark additional infor-
mation such as the year of manufaciure, weapon type/model, and calibre.

8a) Require either () a unique marking that provides the name of the manu- E

Ble) Encourage manufacturers to develop measures against the removal or

alteration of markings. eta

The International Tracing Small Arms and Light
Instrument Weapons Guide

Record keeping
1. Each State Party shall maintain national records, pursuant to its national |NTERNAT|ONAL |SACS

laws and regulations, of its issuance of export authorizations or its actual
exports of the conventional arms covered under Article 2 (1). SMALL ARMS CONTROL 05.20
STANDARD

ARMS TRADE TREATY

United Nations Anmesss

g@& General Assembly Din: 2. Each State mey is encouraged to maintai reco!'ds of con ional arms erson 10
covered under Article 2 (1) that are transferred to its territory as the final 2012.08-37
destination or that are authorized to transit or trans-ship territory under its .
Fifty A sevion jurisdiction, Stockpile management: Weapons
Agenda item 105
Risoltion doptéd by Ny GeReAl ATGRDIY 3. Each State Party is encouraged to include in those records: the quantity, 1 Scope
[ithout reference 10 & Matw Comnitios (4/SS/383/424.2) value, modcl/type., authorized |nlcr!1allonal transfers of conventional _a"ns This document provides guidance on the safe, secure, effective and efficient management of
! o - 2 covered under Article 2 (1), conventional arms actually transferred, details of stockpiles of small arms and light weapons, in support of an overarching small arms and light
- exporting State(s), i rting State(s), transit and trans-shi d weapons control programme. tis intended to assist in preventing the loss and theft of small arms and
85255, l:::l’::‘:;xahl" 'l::::‘\f"[‘hi:l-ll’:arr:(";:l‘;g(a;:;:nw" an ‘Lﬂf a5 aC( zo :,’:; ] e(s). b s-shipment State(s), an light weapans from government and other (e.9. manufacturer's) stockpiles
and Ammul , supplementing the United Nations BOLE,. 88 SppIOp! : N
Convention against Transnational Organized Crime This document does net cover the management of small arms and light weapons ammunition
PR 4. Records shall be kept for a minimum of ten years. stockpiles, which is covered by the International Ammunition Technical Guidelines (IATG).
Reclh S emleian SVN1{oL 3 Ducembe 938 ik K e 1143 Local weapons account
aboratiag 3 asve omal conveation agaimst transaational T T
pamzed cnim priate, of international A r S ra d e re a t An account shall be maintained at each weapon storage facility that records the following information
sty g, elicking i wten ed chldom, combeing e ek l I I for each weapen in storage:
mmunition. and illegal trafficking in and wansporting of migrants. wcleding by
a)  make:
Recalling alzo its resolution 54126 of 17 December 1999, in which it b)  model
tequested the Ad Hoc Comminiee on the Elsboration of 3 Comventi " .
Trusastionsl Orgaized Geime o coatione s wock, ' sccordaace wih <) calbre;
d)  serial number;

tesolutions $3/111 and 537114 of 9 Decembes 1998, and to istensify that work in

e)  country of manufacture or most recent import;
) current holding unit and location;
Protocol to Prevent. Suppress asd Punish Trafficking in Persons, Especially Women g)  date entered into account;
upplementing the Umited Nations st Transnational h) date transferred to another storage location;
SIS iy e ot N Coretn st Tomaons 1 record of modifications andor repairs; and
. ; 3 j)  overall quantity of weapons, disaggregated by type

Orpanized Crume
—

UN Fire arms protocol International Small Arms
Control Standard

ling r its resolution 55/25 of 1
the United Nations Convention agaast Tr
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Requirements of customers, authorities, organizations

DOND

Marking of weapons due to political, military or logistical requirements

Granting a machine-readable
identification for all logistical processes

Ensuring a continuous, transparent flow
of information and goods

Labeling & serialization
of materials

Preventing, eradicating illicit trafficking in
small arms and light weapons (SALW)
and related ammunition

ATT/ SALW/ ITI (Action program of
the UN and the state governments)

¥

Post-Shipment Control

Political principles of the federal government for the export of war weapons

®

Bundesministerium % Bundesamt
flr Wirtschaft fiir Wirtschaft und
und Energie Ausfuhrkontrolle
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Overview of marking technologies DND

Dynamit Nobel Defence

128391 3?71 D

85128391E971 4)

DataMatrix-Code UHF-RFID (passiv) Forensic Marking

Post-Mortem

Post-shipment control, weapon storage and administration Analysis
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Labeling DataMatrix code DND

Dynamit Nobel Defence

= Widespread 2D barcode
= High fault tolerance

= Can be read in any position

Stored data according to international standards

= GTIN (item number) ®

= S/N (serial number)

1

= CoO (Country of Origin) GTIN(01) 04057533008696
SIN(21): 050215134004

= Ship to (recipient country) Co0(422): 276

= Caliber Shlp t0(421) 48455640
Caliber(3323): 000060

Proprietary Information of Dynamit Nobel Defence GmbH, Germany 6
DIN ISO 16016




Labeling DataMatrix code DND

Dynamit Nobel Defence

Concept 4 GTIN(01): 04057533008696 A
o _ . SIN(21): 050215134004
= Possibility to check inventory Co0(422): 276
Ship to(421): 48455640
= Label attached to each box Caliber(3323): 000060

= Proven technology

= Easy, quick reading

= Equipment required: scanners
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Marking RFID DOND

Concept

Dynamit Nobel Defence

Integration of a passive UHF-RFID in the weapon
RFID tags are not removable without damaging weapon
Stored information identical to label

Equipment required: RFID reader

= Contactless identification & localization ‘ - ﬁ%@%%m RFID

- NO batteries required RFID = radio-frequency identification

= Robust against environmental influences t

_ _ ¥ GTIN(01): 04057533008696

= Simultaneous detection of several transponders SIN(21): 050215134004
Co0(422): 276
Ship to(421): 48455640
Caliber(3323): 000060
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System PSC App DND

Dynamit Nobel Defence

----*

JMMOSEE
UHFRFD

DMC

v

INVENTORY

Mobile handheld computer with DND PSC App
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System PSC App
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DOND

Dynamit Nobel Defence

J K

4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874
4057533013874

27032024C078
27032024C079
27032024C081
27032024C083
27032024C085
27032024C086
27032024C088
27032024C089
27032024C091
27032024C094
27032024C095
27032024C098
27032034C001
27032034C002
27042012C001
27042012C002
27042012C003
27042012C004

276
276
276
276
276
276
276
276
276
276
276
276
276
276
276
276
276
276

37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021
37631021

' GTIN(01;14 digits) SNr. (21;12 digits) CoO (422; 3 digits) Ship to (421;8 digits) Caliber (3323;6 digits) Time

60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60
60

2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
2021-06-17 14:10 true
true
true
true
true
true
true
2021-06-17 14:10 true
true
true
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true
true
true
true
true
true
true
true
true
false
false
false
false
false
false
true
false
false

Name Location




Forensic Marking DOND

Dynamit Nobel Defence
Requirements

= Traceability of found weapons
= Tamper-proof integration

= Externally not visible

= Minor intervention in the production process

= Can be visualized in the X-ray image
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Forensic Marking DOND

Dynamit Nobel Defence

Solution

= Lasered labels with serial numbers 3831283 /313

Labeling redundant

Single line
_ c "t s512
Three lines | 85IR87IESTI
— E971
= DMC 87 mm
= Removing the tag will make the weapon
iInoperable
= Required equipment: X-ray device
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Summary - Overview of marking technologies

DOND

IS

DMC (DataMatrix-Code)
= On transport box

UHF-RFID (passiv)
" |n Firing device

Dynamit Nobel Defence

) 128391EIT1 5!
971

85128391E9 zl‘

DMC Scanner

Laser marking
Implementend in launch
tube

RFID Reader

X-Ray Device

Post-shipment control, weapon storage and administration

Post-Mortem Analysis
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DOND

Dynamit Nobel Defence
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Thank you for your attention

Proprietary Information of Dynamit Nobel Defence GmbH, Germany 15
DIN I1SO 16016




